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This template is intended solely for the information and internal use of the State of South Carolina and its agencies and institutions, and is not intended to be and should not be used or relied upon by any other person or entity.

[bookmark: _Toc381202625]Background and Purpose

Background
Classifying data according to its sensitivity level is a common practice that provides insight into how certain data should be protected across an Agency.  Adequately protecting data according to its classification level reduces risk and supports the appropriate allocation of resources (e.g., resources are not spent “overprotecting” low-risk data).

The State has established specific agency requirements regarding the classification and analysis of agency data.  At a high level, these requirements include, but are not limited to: 

1. Data Inventory – Agency business process owners should complete an agency Data Inventory
2. System Classification – Agency business process owners should formally classify each system of the business process according to the State’s Data Classification Schema   
3. Security Control Analysis – Analyze how the Agency protects its systems, identify security control gaps, and create remediation plans

Detailed guidance pertaining to the above requirements is provided in the State’s Data Classification and System Control Analysis Procedures document. Agencies should understand and complete the activities within the Data Classification and System Control Analysis Procedures before completing the Agency’s Data Inventory Analysis Report (this document).


Purpose
[bookmark: _Toc361995996][bookmark: _Toc361998151][bookmark: _Toc361998300][bookmark: _Toc361998449][bookmark: _Toc361998510][bookmark: _Toc362004484][bookmark: _Toc361995997][bookmark: _Toc361998152][bookmark: _Toc361998301][bookmark: _Toc361998450][bookmark: _Toc361998511][bookmark: _Toc362004485][bookmark: _Toc361995998][bookmark: _Toc361998153][bookmark: _Toc361998302][bookmark: _Toc361998451][bookmark: _Toc361998512][bookmark: _Toc362004486][bookmark: _Toc361995999][bookmark: _Toc361998154][bookmark: _Toc361998303][bookmark: _Toc361998452][bookmark: _Toc361998513][bookmark: _Toc362004487][bookmark: _Toc361996000][bookmark: _Toc361998155][bookmark: _Toc361998304][bookmark: _Toc361998453][bookmark: _Toc361998514][bookmark: _Toc362004488]This Data Inventory Analysis Report will be the official report to communicate the completion of the data inventory, system classification, and security control analysis. This report is intended for the State of South Carolina and its agencies and institutions to act in accordance with. 

NOTE: In this template, it’s important for agencies and institutions to replace each instance of highlighted text as dictated. For example:  <<Agency name>> would be replaced with their respective names.

[bookmark: _Toc381202626]Scope

This report covers the results of the system classification and security control analysis activities completed by <<Agency name>>. This Data Inventory Analysis report will offer Agency Directors insight into the data in the environment and its protections.

This report is required to be completed by the appropriate <<Agency name>> personnel as outlined in the State’s Data Classification and System Control Analysis Procedures document. While general State Agency employees are not directly involved in formal data inventory or data classification activities, they are responsible for protecting and handling data according to State information security policies. 


[bookmark: _Toc381202627]Responsibility

The Data Champion is responsible for completing, reviewing, approving, and updating this report.  The Data Champion is also responsible for distributing and making available the most current version of this report to the appropriate parties. Additional Roles and Responsibilities for completing this report are provided in the Appendix.


Questions or comments regarding this report should be sent to <<Agency Name>>  ‘s Data Champion.



[bookmark: _Toc381202628]Content Overview

The following information outlines the main sections included in this report. A brief description of each section is provided below.  Details are provided in the subsequent sections of this document.



Section 1: Executive Level Agency Data Inventory  
This section summarizes an Agency’s Data Inventory, completed as a part of the Data Classification and System Control Analysis Procedures, by providing a truncated version of the Agency’s Data Inventory. This section also documents how the Agency has officially classified the systems within the data inventory.
References: Data Classification and System Control Analysis Procedures, completed Data Inventory 


Section 2: Security Controls: Current State and Prioritized Next Steps
This section summarizes the current protections on the Agency’s systems.  This section also delineates and chronologically prioritizes the Agency’s planned next steps to improve the security of data and systems according to data classification levels.
References: Data Classification and System Control Analysis Procedures, documentation related to implemented security safeguards, and other pertinent sources of information (e.g., a system’s “corrective action plan” or “remediation roadmaps”) 
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1. [bookmark: _Toc381202629]Executive Level Agency Data Inventory

This section of the report summarizes the Data Inventory, which was previously completed as a part of the Data Classification and System Control Analysis Procedures. The table below is a truncated version of <<Agency name>>’s official Data Inventory.  It communicates the critical elements of the data inventory and provides a high-level understanding of the data handled by <<Agency name>>.  

Report Completion Tip (to be removed from final report): 
· Agencies will need to refer to its formal Data Inventory to complete this section of the report. 
· Data classified as “Public” is not required to be included in this report.
· Order Rows by Highest to Lowest Classification

Executive Level Data Inventory

	System Name
	Business Process
	PII? (Y/N)
	Data Elements Involved
	Classification Level

	1. 

	
	
	
	Restricted

	2. 


	
	
	
	Restricted

	3. 


	
	
	
	Confidential

	4. 


	
	
	
	Internal Use

	
Additional Information / Comments:





[bookmark: _Toc377471121][bookmark: _Toc377471122][bookmark: _Toc377471123][bookmark: _Toc377471124][bookmark: _Toc377471125][bookmark: _Toc377471126][bookmark: _Toc377471127][bookmark: _Toc377471128][bookmark: _Toc377471129][bookmark: _Toc377471130][bookmark: _Toc377471131][bookmark: _Toc377471132][bookmark: _Toc377471133][bookmark: _Toc377471134][bookmark: _Toc377471135][bookmark: _Toc377471136][bookmark: _Toc377471137][bookmark: _Toc377471138][bookmark: _Toc377471139][bookmark: _Toc377471140][bookmark: _Toc377471141][bookmark: _Toc377471142][bookmark: _Toc377471143][bookmark: _Toc377471144][bookmark: _Toc377471145][bookmark: _Toc377471146][bookmark: _Toc377471147][bookmark: _Toc377471148][bookmark: _Toc377471149][bookmark: _Toc377471150][bookmark: _Toc377471151][bookmark: _Toc377471152]

[bookmark: _Toc381202630]Security Controls: Current State and Prioritized Next Steps

This section summarizes how systems within the Agency’s Data Inventory are currently protected in relation to their assigned data classification level. In this table, the Agency’s next steps to improve the security of its data and systems are delineated with an expected date of implementation. In short, this section reports the current state of security controls and how the Agency will close identified security gaps.  By identifying the next steps and assigning an expected date of implementation, this section chronologically prioritizes the agency’s identified security gaps and creates a high-level remediation plan to assist in the implementation of security controls. 

Report Completion Tips (to be removed from final report): 
· The tables provided within this section of the report are not meant to provide extraordinary detail. 
· Agencies should use general types of security controls, such as “Access Control”, (as opposed to specific vendors/technologies) to help describe existing and planned security controls. 
· Guidelines related to system security controls are provided in the Data Classification and System Control Analysis Procedures to assist in populating the tables within this section of the report.
· Documentation related to security safeguards, system risk assessment results, corrective action plans, or remediation roadmaps can assist in populating the tables within the report.
· The Data Champion should analyze the controls in place and then reference the Suggested System Security Controls to gain an understanding of the ideal state.
 

Business Systems Involving RESTRICTED Data
	System Name
	Summary of Existing Security Controls
	Next Steps for Gap Remediation
	Expected Date of Implementation

	EXAMPLE System
	· Sits behind the network firewall

· Access is limited to the Incident Management and Network Management groups

· Data is backed up daily

· Data is retained indefinitely 

	
Encryption at rest and in motion

	
May 2014

	
	a. 
	DLP tool to sweep for sensitive data
	May 2014

	
	b. 
	
Define and implement data retention controls
	July 2014

	EXAMPLE 
	
· Access is limited to the Incident Management and Network Management groups

· Sits behind the network firewall

	Encryption at rest and in motion
	May 2014

	
	
	Implement stringent access controls
	April 2014

	
	
	Define and implement data retention controls
	June 2014

	
	
	Define and implement data backup procedures
	August 2014

	
	
	Consider data redaction for sensitive data at rest and in motion
	April 2014






Business Systems Involving CONFIDENTIAL Data
	System Name
	Summary of Existing Security Controls
	Next Steps for Gap Remediation
	Expected Date of Implementation

	EXAMPLE System
	· Sits behind the network firewall

· Access is limited to the Incident Management and Network Management groups

· Data is backed up daily

· Data is retained indefinitely 

	
Encryption at rest and in motion

	
May 2014

	
	c. 
	DLP tool to sweep for sensitive data
	May 2014

	
	d. 
	
Define and implement data retention controls
	July 2014

	EXAMPLE 
	
· Access is limited to the Incident Management and Network Management groups

· Sits behind the network firewall

	Encryption at rest and in motion
	May 2014

	
	
	Implement stringent access controls
	April 2014

	
	
	Define and implement data retention controls
	June 2014

	
	
	Define and implement data backup procedures
	August 2014

	
	
	Consider data redaction for sensitive data at rest and in motion
	April 2014




Business Systems Involving INTERNAL USE Data
	System Name
	Summary of Existing Security Controls
	Next Steps for Gap Remediation
	Expected Date of Implementation

	EXAMPLE
	· Sits behind the network firewall

· Access is limited to the Incident Management and Network Management groups

· Data is backed up daily

· Data is retained indefinitely 

	
Encryption at rest and in motion

	
May 2014

	
	e. 
	DLP tool to sweep for sensitive data
	May 2014

	
	f. 
	
Define and implement data retention controls
	July 2014

	EXAMPLE 
	
· Access is limited to the Incident Management and Network Management groups

· Sits behind the network firewall

	Encryption at rest and in motion
	May 2014

	
	
	Implement stringent access controls
	April 2014

	
	
	Define and implement data retention controls
	June 2014

	
	
	Define and implement data backup procedures
	August 2014

	
	
	Consider data redaction for sensitive data at rest and in motion
	April 2014
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[bookmark: _Toc381202632]Roles and Responsibilities

The following information outlines the primary individuals responsible for creating, reviewing, approving the Data Inventory Analysis Report.

Agency Business Process Owners (Data Steward[footnoteRef:1]) responsibilities include, but are not limited to: [1:  Definitions, Data Ownership, and Accountability: http://datawarehouse.sc.edu/] 

· Provide relevant information to the Data Champion to assist in the creation of the report
· Review draft versions of the report and provide feedback, as needed
· Update content after reviews to help finalize the report, as needed
· Oversee the capture, maintenance, and dissemination of data for a particular business process
· Making security decisions regarding access to the data of the business process

Agency Data Custodians responsibilities include, but are not limited to: 
· Provide relevant information to the Data Champion to assist in the creation of the report
· Review draft versions of the report and provide feedback, as needed
· Update content after reviews to help finalize the report, as needed

Agency Information Security Staff responsibilities include, but are not limited to: 
· Provide relevant information to the Data Champion to assist in the creation of the report
· Review draft versions of the report and provide feedback, as needed
· Update content after reviews to help finalize the report, as needed

Agency Data Champion (Data Trustee1) responsibilities include, but are not limited to:
· Draft the report after receiving relevant information from stakeholders, such as Business Process Owners, Data Custodians, and/or Information Security personnel
· Review the report and request feedback from stakeholders
· Finalize the report
· Submit the report to the Agency leadership and/or the Agency Director
· Review previous versions of the report to track the progress of the remediation efforts and next steps listed
· Provide oversight and direction upon request from the stakeholders, such as Business Process Owners, Data Custodians, and/or Information Security personnel

Agency Director responsibilities include, but are not limited to:
· Review submitted reports and file them for records purposes
· Provide oversight and direction upon request from the Data Champion or other stakeholders, such as Business Process Owners, Data Custodians, and/or Information Security personnel



[bookmark: _Toc381202633]Suggested System Security Controls
The system security control analysis should begin with the systems that handle highest-risk systems, and work its way backward to the least sensitive systems in the finalized Data Inventory. This will reduce the agency’s overall risk by promptly addressing the security controls around Restricted and Confidential data. 

To begin, business process owners should identify the security controls, or protections, currently on the system being analyzed. After the current security controls are identified, the business process owner should research the recommended security controls aligned with the classification assignment of the system. For a list of questions to ask concerning the protections on data, refer to section 5.2 Review and Assess Safeguards.

Examples of Typical Control Requirements by Life Cycle of Information 
Once classified, systems may be subject to control requirements consistent with the classification level. 
The following table provides some examples of the system security controls an organization may want to consider moving forward. Please refer to section 5.1 for a list of the NIST references.

Figure 2: System Security Controls

	
	Optional
	X
	Recommended



	NIST Section
	Requirements
	Public
	Internal Use
	Confidential
	Restricted

	CHANGE MANGEMENT

	CM-3
	Formal change management procedures have been developed and implemented  
	X
	X
	X
	X

	SA-8
	Non-production and production environments are separated and controlled 
	X
	X
	X
	X

	ASSET MANAGEMENT

	CM-8
	An inventory of assets is clearly defined and maintained
	X
	X
	X
	X

	CM-8
	Ownership of information assets is documented and understood
	X
	X
	X
	X

	PL-2
	An authorization process for new information assets is in place 
	X
	X
	X
	X

	DATA PRIVACY AND PROTECTION
	

	SC-1
	Policies, procedures, and controls for secure handling and storage of information are in place
	X
	X
	X
	X

	RA-2
	Information is handled according to the classification assignment
	X
	X
	X
	X

	RA-2
	A  policy on encryption has been developed and communicated
	X
	X
	X
	X

	RA-2
	Data is encrypted at rest and in transit
	
	X
	X
	X

	MP-6
	Media is disposed of securely, using formal procedures (e.g. data and licensed software is removed, etc.)
	
	X
	X
	X

	IDENTITY AND ACCESS MANAGEMENT

	AC-2
	An access control policy has been developed, implemented, and communicated
	X
	X
	X
	X

	AC-2
	Access  to data, systems, and networks is only granted to employees/contractors with a legitimate business need
	X
	X
	X
	X

	  AC-2
	Procedures to register and de-register users have been documented and approved
	X
	X
	X
	X

	AC-6
	Access to systems is reviewed and reported, as needed, on a regular basis
	X
	X
	X
	X

	AC-2
	Access rights are removed or modified when personnel are terminated or change roles
	X
	X
	X
	X

	AC-2
	Users have unique IDs for their personal use only
	X
	X
	X
	X

	AC-5
	Separation of duties is documented and implemented 
	
	X
	X
	X

	AC-11
	Inactive sessions automatically log-off after a defined time period
	
	X
	X
	X

	AC-17
	Two-factor (2FA) authentication methods are used to control access from remote locations (e.g., VPN)
	
	
	X
	X

	IA-5
	Strong passwords are required and should  be changed at least every 90 days
	X
	X
	X
	X

	IA-5
	A password management system enforces the use and quality of passwords
	X
	X
	X
	X



Things to Keep in Mind:
· This table serves as a starting point for exploring an agency’s security control options; it is not an exhaustive list of required system security controls. 
· For systems handling data sets of varying data classifications, the system-level security controls should align with recommended controls for the highest risk data set of the system. For example, if a single system has three data sets classified as Internal Use, and one data set classified as Restricted, the system should have security controls in accordance with the recommendations for Restricted information. 
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The following sources were used in the development of the Data Inventory Analysis Report:

· State of South Carolina Data Classification Schema (September 2013) 
· State of South Carolina Data Classification and System Control Analysis Procedures (February 2014)
· University Administration Data Access Policy (UNIV 1.50, Formerly ACAF 7.02)

[bookmark: _Toc381202635]Document Approval

	Document Title
	Document Type
	Office
	Version
	Effective Date

	Data Inventory Analysis Report
	Report
	
	1.0
	

	Approval Level
	Approver
	Position/Title
	Signature
	Date

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	Review Requirement:  Annually
	Original Issue Date: X/XX/14



Executive Level Agency Data Inventory


Security Controls: Current State and Prioritized Next Steps 




This template is intended solely for the information and internal use of the State of South Carolina and its agencies and institutions, and is not intended to be and should not be used or relied upon by any other person or entity.

